DDoS Attack Defense List

TCP 34 49

HTTP 34 49

UDP 34 &9

TCP SYN Flooding

TCP SYN-ACK Flooding

TCP RST Flooding

TCP FIN Flooding

TCP ACK Flooding

TCP URG Flooding

TCP PSH Flooding

TCP XMAS Flooding
TCP MISC Flooding

TCP Land2 Attack

TCP CPS, Session, BPS, PPS Rate-Limit
TCP Open Connection
TCP No Data Connection
TCP Invalid Port Attack
TCP Invalid Flag Attack

FTP S4 &9

HTTP Flooding
HTTP Post Attack (Session, IP)

HTTP Caching Behavior Anomaly
(CC, Circle Attack])

HTTP Slow loris Attack

HTTP Request Anomaly Attack

HTTP XFF Field Based Defense

HTTP Invalid URI Length Attack

HTTP Slow Read Attack (Session, IP)
HTTP Repeated Pattern Flooding Attack
Server Behavior Anomaly Attack

Slow Read Attack

SSL Renegotiation Attack

SQL Query Flooding Attack

UDP Flooding

UDP Invalid Header Length Attack
UDP Land2 Attack

UDP BPS, PPS Rate-Limit

UDP Invalid Port Attack

DNS 4 0j
DNS Request Flooding

DNS Response Flooding

VolP 32 40
Request Flooding

Response Flooding

Malformed Message

ICMP 32 404

HIZA T3 B2 ol

FTP Direction Traversal Attack
FTP Bounce Attack

FTP User Name Overflow

FTP/Telnet Escape Sequence Detect

ICMP Flooding

ICMP Echo Request Flooding
ICMP Echo Replay Flooding
ICMP Unreachable Flooding
ICMP BPS, PPS Rate-Limit
ICMP Ping of Death Attack

Hardware Specification

ALK 7|8t o
Anti-Botnet

X9 712 o

Zero-Day Attack&
Unknown Attack %0{

SECUI MFD 2100 4100 21000
’ CPU 4 Core 10 Core 18Corex2EA
Memory 16GB 3268 64GB
HDD 178 278 p—
DDoS 0] Ms 2 Gbps(max 10Gbps) 4 Gbps(max 40Gbps) 20 Gbps(max 100Gbps)
‘ 1G Copper 8(max 32) 8(max 32) -[max 32)
Network ‘ 1G Fiber 8(max 16) 8(max 16) -(max 16)
Interface
| 106 Fiber : -(max8) glmax 16)
Power Supply Redundant (500 Watts) Redundant (500 Watts) Redundant (800 Watts)
Dimension (W x D x H) 2U (431 x577 x 88) 2U (431 x577 x 88) 2U (437 x 671 x 88)
SECU I (F)AlFoto] CHEXSE 080 331 6600

MSEEA EFASE 48 5~7F
tel 02 3783 6600 fax 02 3783 6499 www.secui.com
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SECUIMFD IS DESIGNATED FOR DDoS ATTACK

PREVENTION SYSTEM

SECUI



SECUI MFD

SECUI MFD=
Hetoll Y= DDoS 40| tSot=
AFM|CH Anti-DDoSZH|4LICE,

Multi-Stage, Multi-Layer DDoS Protection
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SECUI Multi-Stage DDoS Defence Engine
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Easy to Setup and Manage

Virtual Domain
PROCESSOR
abeuejy pue dniag o} Ase3

Helor 29 H #e| 7[se= J?:FEIIF W Z|23}

_Eorx-lx_hi 7—|AH al gj 7|Eto] 7+ Eof R AME H2

[ e IS






